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1

"Computer/Disk

Forensic Tool

1.Exterro FTK

2.EnCase 2,50,00,000 1 2,50,00,000
3.Magnet
Axiom
To investigate c
apability to
digital 4. 0S
analyze and o
evidence from Forensics
recover data
computers 2 Mac Forensic | 40,00,000 1 40,00,000
from diverse
and storage (Cellebrite
computer
devices to Digital
systems and
uncover Collector and
storage
critical Inspector with
devices.
information Mac Book)
3 Forensic Lab 6,25,00,000
Station 25,00,000 25
4 Workstation 8,65,000 106 |9,16,90,000
5 DVR Analysis 15,000,000
Tools 30,00,000 5
6 CCTV 75,00,000
Enhancement
Tool 25,00,000 3
7 Disk Forensic 7,50,00,000
Tool 30,00,000 25
To monitor, Ability to trace | Network Forensic lab
analyze, and |and 1 High End 20,00,000 2 40,00,000
investigate investigate Forensic
network traffic | cyber Workstation
for forensic intrusions and | 2 High 1,50,000 2 3,00,000
purposes network- Configuration
related crimes Computers
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3 Network Miner | 30,00,000 2 60,00,000
4 P-Cap Data 30,00,000 1 30,00,000
Analyser
5 Proxmack3 68,50,000
68,500 10
RDV 4
6 Packet Squirrel
MARK Il - 95,940 40
Hack5 38,37,600
7 Screen Crab - 19,03,200
1,90,320 10
Hack5
To  monitor, | Enhanced Social Media Analysis Lab
analyze, and | ability to track | 1 High End 25,00,000 2 50,00,000
investigate and analyze Forensic
social media | social media Workstation
platforms and | activity for| 2 High 1,50,000 2 3,00,000
OSINT data investigative Configuration
purposes. Computers
3 Server 1,00,00,000 1 1,00,00,000
4 Social Media 1,50,00,000 |2 3,00,00,000
Monitoring and
OSINT Tool(1.
Social Links, 2.
Insight)
5 OSINT Tool -
Palantir 12,50,000,000 | 1 12,50,000,000
To monitor Ability to track | Darkweb monitoring & Analysis Lab
and illegal 1 High End 20,00,000 2 40,00,000
investigate activities, Forensic
activities on identify Workstation
the dark web | suspects, and |2 High 1,50,000 2 3,00,000
for criminal gather Configuration
evidence actionable Computers
intelligence 3 Server 1,00,00,000 1 1,00,00,000
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4 Darkweb 2,00,00,000 4,00,00,000
web. Monitoring and
OSINT Tool
(1.Recorded
Futere, 2.Dark
Owl,
3.Resecurity)
Improved Crypto Analysis Unit
capability to 1 High End 20,00,000 40,00,000
track and Forensic
To investigate
analyze Workstation
cryptocurrency
cryptocurrency | 2 High 1,50,000 3,00,000
transactions _
transactions Configuration
and trace
and wallets. Computers
blockchain-
3 Server 1,00,00,000 1,00,00,000
based criminal
o 4 Crypto 2,50,00,000 2,50,00,000
activities.
Currency
Forensic Tool
(Chainalysis)
To analyze Capability to Malware Analysis Unit
and identify, 1 High End 20,00,000 40,00,000
investigate reverse- Forensic
malicious engineer, and Workstation
software for mitigate 2 High 1,50,000 3,00,000
cybercrime malware Configuration
investigations. | threats Computers
3 Server 1,00,00,000 1,00,00,000
4 Malware 1,50,00,000 1,50,00,000
Analysis Tools
5 Threat 12,500,000
Intelligence
Tool 12,500,000
To process Improved Big Data Analysis Unit
and analyze ability to
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large datasets | derive 1 High End 20,00,000 2 40,00,000
for actionable Forensic
investigative intelligence Workstation
insights. from bulk 2 High 1,50,000 2 3,00,000
data, call Configuration
records, and Computers
financial tras. 3 Server 2,00,00,000 1 2,00,00,000
4 Bulk Data 1,50,00,000 |2 3,00,00,000
Analysis tools
5 CDR Analysis | 5,00,000 2 10,00,000
Tools
6 IPDR Analysis | 5,00,000 2 10,00,000
tool
7 Bank Financial |20,00,000 2 40,00,000
Trail Analysis
Tool
10 | To support Enhanced on- | Investigation Unit
field field 1 High End 20,00,000 2 40,00,000
investigations | investigation Forensic
with advanced | capabilities for Workstation
tools for law 2 lp Capture tool |5,00,000 2 10,00,000
capturing and | enforcement |3 Cell Id capturer | 5,00,000 2 10,00,000
analyzing agencies. tool
data. 4 Voyger Lab 8,00,00,000 1 8,00,00,000
5 SIEM Tool 1,00,00,000 1 1,00,00,000
6 Cellphone
Forensic
Analysis Tool | 55,00,000 25 55,00,000
11 | To provide a Improved data | Server & Other Items
robust storage,
infrastructure | processing,
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process, and

investigations.

1 High End 3,00,00,000 1 3,00,00,000
analyze data. Sever with VM
Ware, Smart
Rack, Storage,
Firewall
SCADA-OT 40,00,000
Log Collection
2 Tool 40,00,000 1
HP AIO 24-inch 1,10,50,000
. i5 12th 3,25,000 34
4 UPS With 50,00,000 1 50,00,000
Battry packs
5 LAN Turtle 48,750 20 9,75,000
6 Rubber Ducky 23,20,500
77,350 30
(HACKSb)
7 Wifi Pineapple | 97,500 20 19,50,000
8 ALFA AWUS
78,000 20
1900 15,60,000
9 OMG Elite 39,00,000
Field Kit - 4,87,500 8
Hack5
10 Dell EMC Data
5,00,00,000 1
Centre 5,00,00,000
11 Interior
Security
78,00,000 2
Design and
Thermal Layer 1,56,00,000
TOTAL 2,02,54,36,300
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